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S5LECT Architectures
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(0 TOWARDS OPERATIONAL DEPLOYMENT

S5LECT REFERENCE ARCHITECTURE
Multi-bearer architecture (5G + LEO SATCOM)

> Terrestrial 5G
J (public/private)

—/ ACS =
h& Adaptable Q il
b Communication —
Core Network §
On-board System L s' S excoR °r; E:g: Railway
(ACS) ' Applications
(OneWeb) (ETCS2, Voice, Video, ...

Objective: Define a common multi-bearer architecture
supporting seamless connectivity between terrestrial 5G
and satellite networks for railway applications.

)

GOVSATCOM DEVIATION
Alternative SATCOM architecture (GOVSATCOM)

Terrestrial 5G
(public/private)
O—E
;
Core Network -
'{ - & Edge Railway

Applications
GOVSATCOM (ETCS2, Voice, Video, ...)
European Union

Secure Satellite Communications

ﬁ ACS
> == Adaptable |

(Communication
On-board System
(ACS)

Objective: Evaluate the feasibility and performance of an alternative
satellite communication solution based on GOVSATCOM within
the S5LECT multi-bearer architecture.

FRMCS DEVIATION
FRMCS-oriented architecture

FRMCS
‘” (5G SA for railway)

& Adaptable Q =

——c—— Communication

On-boa System ' Cor;r;:tv:ork Railway

(ACS) 'ﬂ LEO SATCOM g Applications
(OneWeb) (ETCS2, Voice, Video, ...)

Objective: Assess the integration of SATCOM within a FRMCS-oriented
architecture and prepare inputs for the future evolution of FRMCS
(2nd edition).

| 1 |
v v
(2 ™
0 LABORATORY IMPLEMENTATION (e FULL TEST IMPLEMENTATION
Controlled and reproducible validation environment (Hitachi Vélizy) ‘ On-site validation in operational railway environment
" LaboratorySubsystems Objective: e Objective:

5G Emulator

Laboratory
Orchestrator
(scenario execution)

(@ ((:rrlr;gl(;?;g)‘\cs

Telemetry & KPI
I (Grafana / InfluxDB)

(Spirent Vertex)

ETCS2 Simulator

i é SATCOM Emulator
f (Radiolabs / GOVSATCOM)
[ & Applications

\
|
|
|

* Integrate all subsystems

* Reproduce representative
railway conditions

* Validate handover mechanisms
(automatic, location-based, manual)

o Compare architectures
(Reference, GOVSATCOM, FRMCS)

¢ Collect and analyse KPls

Villeneuve-Saint-Georges «» Montereau-Fault-Yonne
(Line 830000)

g) s6
2 o Validate performance
A (public network) in real railway conditions
* Assess complementarity |
' LEO SATCOM of bearers along the route
" (OneWeb / GOVSATCOM) (urban, rural, forest, tunnels)

o Evaluate application continuity |
3 (ETCS2, Voice, Video)
Instrumented train
(On-board ACS + LCT)

 Provide evidence for future
FRMCS integration

Validated evidence and recommendations

Consolidate results Support FRMCS evolution Y I Enable future projects 1
l Technical evidence, performance Inputs for FRMCS 2nd edition '.‘
. analysis, integration guidelines and standardisation /

Europe’s Rail Wave 2
and operational deployment
45




Goals of the S5LECT Laboratory

* Reproduce field 5G and SATCOM conditions in a controlled,
repeatable environment

* Fully orchestrable: one orchestrator drives every equipment for
automated, reproducible test campaigns

* Validate the ACS multi-bearer hybridisation (manual, automatic,
geographic)

* Test critical (ETCS, MCx) and non-critical (video CCTV, LCT) railway
applicationsover TN/ NTN

* Prepare the S5LECT demonstrations
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Lab architecture

S5LECT Laboratory - Lab Architecture

ON-BOARD TRAIN

4 )\

Critical applications

TELECOM - EMULATED TN / NTN

TN

Channel Emulator
Viavi / Spirent Vertex

Private 5G
Hitachi
Nokia gNB + 5G Core

NTN

SATCOM Emulator
Radiolabs - OneWeb LEO profile

GROUND / TRACKSIDE

-

Critical applications

Y
|

S5LECT Lab Orchestrator

—_— scenario replay & coordinated execution

. Critical apps . Non-critical apps

D Emulated links D Orchestration

Control (REST API)
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Lab architecture for orchestration

Main functions & why

Location

Location
Radio
IP behaviour

Link Characterization
Tool .

Link Characterization
Tool Common replay scenario

The orchestrator sends scenarios ID
then each element loads its own data
from the same field run (location, radio,
IP behaviour, line characteristics...).

EDGE COMPUTING

Environment
Radio

Speed Location

§ Fading =] =iy | . Line characterics
Simulator b trains

CYBER-SECURITY gty

Coordinated execution

Readiness check, then start / stop of all
elements in one action.

Location
Line characterics
Nb trains

Why: reproducible, automated test
campaigns.

Tests
Orchestrator Elements

Orchestration : * ACS: system under test » SATCOM
emulator, fading simulator 5G:

- commun replay scenario emulated links ¢ LCT, ETCS, edge,

’ cyber: applications and measurement
tools

- coordinated execution

7 SSLECT 7
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Block by block
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ACS - Onboard

Smart on-board gateway for seamless train-to-ground connectivity

* On-board part of the Hitachi Adaptable Communication System (ACS): a modular rail-grade unit
with modem slots and Wi-Fi/ GNSS antennas.

. — . , . (G " AarTACHI)

* Links on-board applications (ETCS, Voice MCx, LCT agent, CCTV) to their trackside o HITACH |

counterparts. 7

< Inspire the Next~
wwew hitachirail.com

* Switches between private 5G and SATCOM (OneWeb LEO) for seamless TN/NTN handover.

* Secures the data path (VPN, firewall); gives the LCT agent time, location and RF data via REST
API.

* Driven bythe Lab Orchestrator through its API.

On Architecture

ON-BOARD TRA| TELECOM - EMULATED TN/ NTN GROUND /TRACKSIDE

Criticalapplications
ETCS On-Board Sim.

VoiceM Cx - driver

N Criticalapplications

Channel Emulator H Private 56 <

ETCS Trackside Sim. (RBC)

MCx Server+ Dispatcher

On-Board ACS TR TracksideACS
Non-critical applications p Non-critical applications
LCT Agent LCT Server
SATCOM Emulator <
Video CCTV camera Video CCTV - EkPlayer
1 }
oot sccocoooooononad SSLECT Lab Orchestrator | ——=—====———--mmmmmmm = ]
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* Trackside part of the Hitachi Adaptable Communication System (ACS), mirroring the on-board
unit, deployed on a Dellrack serverin the lab.

* Terminates the secure VPN with the train over terrestrial (5G) and non-terrestrial (SATCOM)
bearers.

* Links trackside applications (ETCS server, MCx server, LCT server, CCTV) to the telecom
subsystem.

» Offers API/ orchestration/ O&M interfaces and a firewall security edge, NTP-synchronised with
the LCT server.

* Driven by the Lab Orchestrator together with the on-board ACS.

( )

ON-BOARD TRAIN TELECOM - EMULATED TN/ NTN
N

<€ Channel Emulator H Private 56 <

NTN

IRROUND / TRACKSIDE

Criticalapplications Criticalapplications

ETCS On-Board Sim. ETCS Tracksside Sim. (RBC)

VoiceM Cx - driver MCxServer+ Dispatcher

On-Board ACS TracksideACS

Non-critical applications

Non-critical applications

LCT Agent LCT Server

<P SATCOM Emulator »

Video CCTV camera Video CCTV - EkPlayer

i )

---------------------- SSLECT Lab Orchestrator Lecsosoonoooooacooooas
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5G Emulator

Private 5G network with a hardware fading emulator for realistic radio conditions

* Terrestrial 5G chain of the lab: Nokia private 5G (gNB at 3579.990 MHz + 5G Core) behind a
Spirent Vertex channelemulator.

* Private 5G carries ETCS, MCx and LCT traffic to the trackside ACS through the multi-service
network (MSN ACOR).

* Vertex: hardware RF fading emulator between the on-board ACS and the gNB (2x2 bidirectional,
6 dB attenuation per path).

* Replays tunnels, trees, bridges and urban effects, using profiles built from the Villeneuve-
Montereau field data.

* Eight RF modules (SDE-RFUDG6); channel models set from the Vertex GUI, scenarios triggered by
the Lab Orchestrator.

On Architecture

4 N\ N\
—Q.N;EQA.BD_'LBAKN TELECOM-EMULATED TN/ NTN GRWM—

Criticalapplications

ST:P14

Criticalapplications

p Y L 0

ETCS On-Board Sim. ETCS Trackside Sim. (RBC) X Configuration Interne’l
\ 1

Channel Emulator Private 56

T

VoiceM Cx - driver MCxServer+ Dispatcher SSLECTONBOARD

L y 4 2 aa wodaa
- N On-Board ACS TracksideACS y N 22 o o
Non-criticalapplications Non-critical applications 5 o 5 o o
LCT Agent LCT Serwer
SATCOM Emulator _——————

Video CCTV camera

CORE 5G

NB
(NOKIA) (NOKIA)

MSN ACOR
MULTI service network

Video CCTV - EkPlayer
A 7y A

e R TSETT=r=r=r.) SSLECT Lab Orchestrator | ——=—====———--mmmmmmm = ]

Frequence:3579.990

SSLECT "
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HITacH!
m—— . @ 8 e

_ Supervisor 71281
& Agpes reces.

EMERGENCY CALL

Voice MCx ( “Team on Mission”): mission-critical push-to-talk, voice/video calls, emergency
calls and alerts between the driver (on-board rugged handset) and the supervisor (trackside o " ouses Pl
WebChat console, MCx server). g = : oo

: N V7 o

_ Oriver71285
7 oo

__ APPEL DURGENCE.

Video CCTV (Ektacom): live HEVC stream (1 camera, 640x480) from the on-board camera to the
trackside EkPlayer.

Role in S5LECT: end-user applications used to assess ACS seamless handover (TN/NTN).
Target KPIs -voice: RTT = 150 ms, jitter < 30 ms, = 24 kbps, video: 1.3 /5 Mbps (LQ/HQ), loss < 1

%.
= e
| VIDEO ON-|

ON-BOARD TRAIN ( TELECOM-EMULATED TN/ NTN \ GROUND / TRACKSIDE
Criticalapplications ™ Criticalapplications
ETCS On-Board Sim. ETCS Tracksside Sim. (RBC)
Channel Emulator Private 56
On-Board ACS o~ TracksideACS
Non-critical applications Non-critical applications
LCT Agent LCT Serer
SATCOM Emulator . . . . . .
Video CCTV: on-board camera view (left) received on the trackside EkPlayer (right)
1 1
oo oefEcomooooosoonoaad SSLECT Lab Orchestrator | ——=—====———--mmmmmmm = ]
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Orchestrator

FOST Wtp1//172. 16,9851 8880/ comtre/agent 41

502 Bad Gateway

» Test execution: sends a scenario ID (CSV built from the data acquisition campaign) to each sub- ““”_,":”_""“
system - SATCOM emulator, LCT, ACS, fadingand ETCS simulators - checks their readiness, SR

then starts/stops the testin sync.

.) 502 Bad Gateway

* Interfaces: REST API over Ethemet to all on-board and trackside equipment, live status per
equipment (Up/Down, Ready, Running).

* Supervision: web dashboard with bulk actions, scenario management, live log console and test
history (JSON) for traceability;,user authorisation and logging of all interactions

1D s =1d of the Scenario
sent by the orchestrator

Process for

_ receiving of

~ scenario and
validation of sub-

system for testing.

( ) - Geenite

TELECOM-EMULATED TN/ NTN GROUND /TRACKSIDE orchestrator.

ON-BOARD TRAIN

Criticalapplications N Criticalapplications

ETCS On-Board Sim. ETCS Tracksside Sim. (RBC)

Channel Emulator Private 56 al

VoiceM Cx - driver MCxServer+ Dispatcher

On-Board ACS TracksideACS

Non-critical applications

Non-critical applications

LCT Agent LCT Serwer

SATCOM Emulator

Video CCTV camera Video CCTV - EkPlayer

Test execution: scenario ID dispatched to each sub-system, readiness returned

13



Satellite Emulator (University of Rome Tor Vergata — Radiolabs)

Main Satellite Emulator Functions

*  Emulate the LEO satellite link as seen at IP
level

* Accounts for Network KPlIs: latency,
bandwidth, packet loss

* KPIs can be changed at run time taking into
account for the:

* Actual position of the train

* The actual geometry of the satellite constellation as
provided by the (downloadable) actual TLE file

* The satellite beam handover and the inter satellite handover
* Obstruction due to obstacles along the rail track

* Emulator parameters can be tuned to account
for experimental data so to model real
scenarios and the associated phenomena.

* One example, has been considered using the results
obtained by Hitachi during the experimental campaign over
the selected railway track.

* Can be remotely controlled with APIs
SSLECT

—
@ SatCom & 5G Link,
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TELECOM Subsystem

‘ = On-Board Train H ITAC H I Ground / Trackside

e

ceit

e
HITACHI |
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IP packt.
(Ethernet)

LE'CTSatellite Emulator (IP Level)
bneWeb Sat Constellation

Emulator
control
process/thre

SatCom Emulator
Configuration file generator

SatCom emulator inside the Hitachi Lab




Satellite Emulator - Operations
Operations of Satellite Emulator

Train  Start End Sampli
track time time ngtime

R

Matlab
program

TLE file Satellite Generate
Toolbox Satcom Emulator
Configfile

Local
propagation
parameters (e.g
shadowing loss)

Note: TLE file of OneWeb Satellite LEO
constellation

time

2026-01-25T08:12:43.235000Z
2026-01-25T08:12:43.735000Z
2026-01-25T08:12:44.235000Z
2026-01-25T08:12:44.735000Z
2026-01-25T08:12:45.235000Z
2026-01-25T08:12:45.735000Z
2026-01-25T08:12:46.235000Z
2026-01-25T708:12:46.735000Z
2026-01-25T08:12:47.235000Z
2026-01-25108:12:47.735000Z
2026-01-25T08:12:48.235000Z
2026-01-25T08:12:48.735000Z
2026-01-25T08:12:49.235000Z

Example of Emulator
Configuration File

SSLECT

SatCom & 5G Link,
Edge & CybersecuriTy

latitude longitude speed pk

48,7429
48,7429
48,7429
48,7429
48,7429
48,7429
48,7429
48,7429
48,7429
48,7429
48,7429
48,7429
48,7429

2,44446
2,44446
2,44446
2,44446
2,44446
2,44446
2,44446
2,44446
2,44446
2,44446
2,44446
2,44446
2,44446

Read the next k-th line k=1,...,N (Time
spacing: 0.50r 1s)

Update IP level KPIs parameters in the
Satellite Emulator

EOFreached ?

End of emulation

Emulator Control Thread

idsat e2eDelay RateU2G RateG2U BurstU2G BurstG2U LimitU2G LimitG2U

0,033 13 233 50 111 50,5 3040 12464 12160 21584
0,033 13 233 73,2 111 50,5 3040 12464 12160 21584
0,115 13 233 76,9 188 50,5 4560 12464 13680 21584
0,115 13 233 73,5 18,8 50,5 4560 12464 13680 21584
0,109 13 233 66,1 14,1 50,5 3344 12484 12484 21584
0,108 13 233 48,2 141 50,5 3344 12464 12484 21584
0,015 13 233 49 11,7 50,5 3040 12464 12160 21584
0,015 13 233 48,9 plh 7y 50,5 3040 12464 12160 21584
0,311 13 233 49 11,8 50,5 3040 12484 12160 21584
0,311 13 233 48 11,8 50,5 3040 12464 12160 21584

047 13 233 48,7 128 50,5 3040 12464 12160 21584

047 13 233 48,7 12,8 50,5 3040 12464 12160 21584
0482 13 233 48,8 146 50,5 3648 12484 12788 21584

Example of Results:
upstream LEO satellite link capacity
Considered Train track from Hitachi

1o 2| {14 S il & i o s & g ] Upstream US bit rate
i 1 (clipped to account for
OneWeb profile at 10 Mbps
_ ‘ n onaverage (NO osbtacles
11 11 1] and no shadowing)

| | Effects due to beam and
t o i | i bl fol satellite handovers are
i ff [ 1 evidenced

US b rate [Mops)
.

&s

s2s 5 ER 5
Time fminj

Introduced shadowing correction factor to account for obstacles along the rail track.
» Shadowing correction can be generated using stochastic models or from
experimental data (downstream scenario)

FromHitachi

R
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grRuBacdNmsn e
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BWUL FIELD VS LAB
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X900 M 100 N D)0 0100 1 09 QLM 000D AN BINO.E 0N T N0 %0 R MA NGO NW00NT NN o e B T B S B B R 2 B S A B B A0 B R 0 g R B B B
MM TNV U NGO O NNM MY T NBORNNG RO OOHNANMM SN NN N B OOO NN NMYTTNONBAOHNMT G Negu S
HHA A AR A AAAA AN NNNNNANRNNNNNANNARAO MMM MmMmMMoMMMMMY YT TTTTTssessTnnannnn Boov

wmmmFIELD_BWDL LCT 17~ wwemlAB BWDL LCT 17  weem=lAB _BWDL_IPERF_17V2

The derivation of the shadowing correction factor from experimental data (blue curve)

permits:

* To properly tune emulator parameters (i.e. the IP level KPIs) tothe real propagation
scenario (green curve generated by the Matlab program) with respect tothe no obstacles
case (orange curve generated by the same Matlab program)

* To derive a signature of the obstacles along the track that can impair satellite
propagation in mobile scenarios.



LCT Agent

* On-board part connected to the ACS-oboard

* Responsible for obtaining the train position and for monitoring the IP and
RF parameters together with the LCT Server.

* [tallows the measurement of different communication channelsin terms
of IP QoS parameters and RF parameters along a given track with a
specific location.

On Architecture

( )

TELECOM - EMULATED TN/ NTN

Channel Emulator H Private 56 <

ON-BOARD TRAIN ROUND /TRACKSIDE

Criticalapplications N Criticalapplications

ETCS On-Board Sim. ETCS Tracksside Sim. (RBC)

VoiceM Cx - driver MCxServer+ Dispatcher

On-Board ACS TracksideACS

NTN
b Non-critical applications
LCT Serwer
SATCOM Emulator <
Video CCTV - EkPlayer
1 1
e T T = SSLECT Lab Orchestrator | ——=—====———--mmmmmmm = ]
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LCT Server

* Subsystem located on the trackside.

* Responsible for monitoring the IP parameters of the different
communication technologies together with the LCT Agent.

On Architecture

ON-BOARD TRAIN

Criticalapplications

ETCS On-Board Sim.

Voice MCx - driver

Non-critical applications

LCT Agent

Video CCTV camera

@ SatCom & 5G Link,
Edge & CybersecuriT) y

On-Board ACS

-

N

TELECOM - EMULATED TN/ NTN

ROUND /TRACKSIDE

Criticalapplications

| Channel Emulator H Private 56

ETCS Tracksside Sim. (RBC)

MCx Server+ Dispatcher

NTN
p

Trackside ACS

> SATCOM Emulator

7y

——————— S5LECT Lab Orchestrator

ceit @ssicc

LCT SERVER

17




ETCS2 emulator

EVC simulator (On-Board)

APP - EVC App
automates ETCS + scenario

emulated SFM - Safety Functional
Module
(time treatment)

CFM - Control + Stack
ouverture / fermeture de session -

GTW ACS
OnBoard

S5LECT hybrid network

- -

GTW ACS

:

interface GTW )

Socket TCP - ETCS )

On Architecture

p

N

™

TELECOM - EMULATED TN/ NTN

TracksideACS

Channel Emulator Private 56
VoiceM Cx - driver
On-Board ACS
NTN
Non-critical applications - ~
LCT Agent
SATCOM Emulator
Video CCTV camera

alapplications

ETCS Trackside Sim. (RBC)

MCxServer+ Dispatcher

Non-critical applications

LCT Server

Video CCTV - EkPlayer

—

D

7y

S5LECT Lab Orchestrator

SSLECT

SatCom & 5G Link,
Edge & CybersecuriTy

RBC simulator (Trackside)

APP - RBC App (reponses ETCS)

SFM

CFM - Control + Stack

18




Cybersecurity Demonstrator

Functions

Security-state impact evaluation

A controlled security state is applied to the project communication conditions, and its consequence on
the railway service is measured.

*  D3.3risk scenarios

platform built on the D3.3 framework; Scenarios 1 and S-6 demonstrated quantitatively.

* Controlled security state

reference vs compromised, identical communication input.

* Service consequence

voice compliance, SATCOM fallback opportunities.

On Architecture

/ TELECOM - EMULATED TN/ NTN PUND / TRA CKSIDE \
Criticalapplications ™ Criticalapplications
ETCS On-Board Sim. ETCS Trackside Sim. (RBC)
Channel Emulator Private 56
VoiceM Cx - driver MCxServer+ Dispatcher
Ve On-Board ACS NN Trackside ACS ~
Non-critical applications p Non-critical applications
LCT Agent LCT Server
SATCOM Emulator
Video CCTV camera Video CCTV - EkPlayer
S Z/
A * A
1 1
b e - S5LECT Lab Orchestrator 1

Cybersecurity Platform
connected to the Laboratory Orchestrator, security states applied to the measured links

N SSLECT

SatCom & 5G Link,
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D

@ RUNNING

S5LECT Cybersecurity Demonstrator 00:0005 6
Risk analyssto lve I 8 oo 32 e 47 oo e
b
Wrong bearer selection — Critical Voice 150ms  Where SATCOM adds fallback value 56 currently best
lié"_}:.};s ' toams “21ms 17.4 Mbit/s 123 Mbifs 174Mbit)s

e

66.7 % 16.7% 1

RESILIENCE 15 A SECURITY REQUIREMENT
Keep service available through bearer or component loss

NO SINGLE CONTROL IS ENOUGH
Prevent - detect - respond - recover

SECURE THE SYSTEM END TO END
Train - 5G - satellite - edge - control

D3.3risk scenarios Controlled security state Service consequence

voice compliance
worst-case delay
SATCOM fallback

—

Reference Compromised

S-1, S-6 quantified only the security state changes

Cybersecurity Simulator same measured 5G / SATCOM input for every state

19



Edge Computing Platform

Service-aware Edge evaluation

An Edge evaluation platform thatreplays the project communication conditions and compares
service-aware Edge configurations.

Network-level placement

national cloud, regional or base-station Edge, with measured compute cost

Application-level video processing

filtering, aggregation, rate adaptation

Voice / Video evaluation

latency against 150 ms, load against SATCOM capacity

On Architecture

Criticalapplications

ETCS On-Board Sim.

VoiceM Cx - driver

On-Board ACS

Non-criticalapplications

LCT Agent

Video CCTV camera

—

D

Edge Computing Platform

connectedtothe Laboratory Orchestrator, fed by ACS, LCT and SATCOM emulator measurements

SSLECT

SatCom & 5G Link,
Edge & CybersecuriTy

TELECOM-EMULATED TN/ NTN PUND /TRA D \
™ Critical applications
ETCS Trackside Sim. (RBC)
Channel Emulator Private 56
MCxServer+ Dispatcher
NTN B
Non-critical applications
LCT Serwer
SATCOM Emulator
Video CCTV - EkPlayer
7/
1
SSLECT Lab Orchestrator | ——=—=—=——— oo ]

a S5LECT Edge Computing Demonstrator

@ RUNNING

00:00:04 5
BASELINE National Cloud [eoce ) Regional Edge ad Base-station Edge
it 88.1ms 66.3 ms 50.4 ms
“01ms Posiet 2ms Regonal o 08ms acces
RTT by Edge placement 150ms  SATCOM uplink vs video load 13.26 Mbit/s
15.00 Mbit/s 7.50 Mbit/s
N N
NATIONAL €LOUD @I neciona (D o4se-srarion
88.1ms 66.3 m 504 ms
1000% & 100.0% 1000% = =
National 87.0/88.0 Regional 66.0/662 Base-station 502/30 3 ms e M.” i oL "”“. *
20.0% 100.0 % 13.26 Mbit/s

EDGE IS SERVICE-SPECIFIC
Voice, signalling and video need different treatments

E0GE COMPUTING

Latency - contention - transport

Measured 5G / SATCOM

traces
WP4 campaign

—P | Laboratory Orchestrator —»

PLACE EDGE WHERE IT REMOVES THE BOTTLENECK

PROCESS DATA BEFORE CONSTRAINED LINKS
Reduce bandwidth-heavy traffic near its source

Edge Computing
Simulator

ServiceKPls
voice latency, video load

—

T

Measured Applications

performance
setvices in containers,
measured compute time

20



Overall Lab

Laboratory Presentation

@ SatCom & 5G Link,
Edge & CybersecuriTy
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Test Methodology

3 Validate the 4 Testthe
simulators hybridisation

1 Simulators & emulators 2 Orchestrator

Install and configure each Connect every element through Compare lab and field Run the ACS modes (manual,
element: private 5G + channel its REST APl and load the replay (throughput, latency, RSRP) and automatic, geographic) with
emulator, SATCOM emulator, scenarios built from the field adjustthe scenarios. different parameters: LQI tuning,
ETCS, LCT, MCx and video. runs. SATCOM zones.

( I Output: Validated lab conditions and hybridisation results (see Test Results).

SatCom & 5G Link,
Edge & CybersecuriTy



[GIF / video]
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Demonstrations

Demo 01 - Telemetry by LCT (Live)

Demo 02 - Hybridisation — Automatic (Live)
Demo 03 - Hybridisation — Geographic (Live)
Demo 04 - ETCS over ACS

Demo 05 - MCX over ACS

Demo 06 - Cybersecurity for ACS

Demo 07 - Edge for ACS

Rl AL ORI |

@ SatCom & 5G Link,
Edge & CybersecuriTy
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Demo 01 - Telemetry by LCT (Live)
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Demo 01 - Telemetry by LCT (Result)

SATCOM - BW UL - 18/09/2026

14 A

12 A

10 A

BW UL (Mbps)

0

A0 (10 20 SO 20 0 50 AQ 10 20 5O A0 120 20 SO O, 1'300«060‘&0
.00 00 00" o0 .0 00 03 0\' o\' 0"’ 0‘> 0’3 0'1 0'1- 0’1- 0’1' 0’1 01 03 03 03 0’5 Q2" 0’5 o Lok ok ol ok ob ‘J [\
Q0 Q0 @0 0 0 O Q0" Q0" 0" Q0 0 0T O 00 Q0 Q0 0" 00

Tlempo Transcurrldo (HH :MM:SS)
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Multi-Bearer Hybridization: Three Modes

Manual Automatic Geographical
Direct selection ofthe bearer by the Continuous analysis of bearer quality based Decision-making is based on GPS position
operator through the controlinterface. on LQI (Link Quality Indicator), followed by and predefined geographical zones
Used for testing and validation of the automatic switching to the most efficient Switching can be anticipated before
execution chain. link. entering a risk area
~ N Tunnel Forest
ll'l 36
@ o . /
@ = Bearer .l|| =y W
Operator Selection ( A Degraded Handover ‘
Signal Decision 9 Q c
l'II SO e GPS Position '_’{ Anticipation }_’[ Bearer l
- / + Defined ZonosJ (Risk Area) Selection

N SSLECT i
@ SatCom & 5G Link,
Edge & CybersecuriTy



Demo 02 - Hybridisation — Automatic (Live)
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Demo 03 - Hybridisation - Geo (Live)
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Demo 04 - ETCS over ACS
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Demonstration - ETCS over ACS 1/2

Graphiques £/S Wireshark : bwul Sg_cut ts.peap No. Time Source Destination Protacal Length Infa
. 166 118.016078  192.168.3.75 192.168.114.2 Tep 105 37514 + 5535 [PSH, ACK] Seq=2382 Ack=265 Win=5@2 Len=39 TSval=2986986434 TSecr=1671893
Scenario1-5G only + o] Danoeh mamn | Smaw 0 D o s [ s e n o T s e
| 1 sec intervalles 168 118.026889  192.168.3.75 192.168.114.2 Tep 66 56650 - 9081 [ACK] Seq=97 Ack=97 Win=561 Len=0 TSval=2282227512 TSecr=1761361602
| R -] 165 120.021645 192.168.3.75 192.168.114.2 TCP 1085 37514 - 5535 [PSH, ACK] Seg=2341 Ack=265 Win=5@2 Len=39 TSval=2966588494 TSecr=1571895

coverage cut
elLinkcutatt=124s

¢ 19 TCP retransmissions (124 >
254 s), exponential back-off ,
e Session 9001 closed (FIN) and
re-opened att=279s |
e = 155 s without ETCS oL el

exchange e [l st

178 120.021697  192.166.114.2 192.,168.3.75 T 66 5535 + 37514 [ACK] Seqe265 Ack=23B8 Wil

No 5G coverage > =155 s
outage

Link
back
t=279s

Bits/s

20kb +

186 183.572281  Proxmoxserve, OXBOXSErve_b2:C7 L. ARP 42 Who has 192.168.114.17 Tell 192.168.114.2
187 183.572552  ProxmoxServe . ProxmoxServe_s9:16:.. ARP 42 192.168.114.1 is at be:24:11:b2:c7:7e

300

42 192,168,114,1 is at bc:24:11:b2:c7:78 =
>

bc 24 11 a8 16 dS bc 24 11 b2 c7 e @8 80 45 88§ $
S T Bamnimte - 371 Bl b

Retransmissions from trackside, never acknowledged (link

down)

X ETCS session lost

* Wireshark captures: ETCS On-Board (192.168.3.75) «++ ETCS Trackside (192.168.114.2), TCP 5535 & 9001 31
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Demonstration - ETCS over ACS 2/2

*  Wireshark captures: ETCS On-Board (192.168.3.75) «+ ETCS Trackside (192.168.114.2), TCP 5535 & 9001

Scenario 2-5G + SATCOM,
ACS hybridation

708 s test, 2 handovers (t %288
s and =592 s)

¢ 0 retransmission, no SYN/FIN 2 i

/RST ‘H q
i

NI (I
oo | seasions feptend: MWYﬂ(M”N‘M’l\\\MMWW/WF‘WN\\M\“WW(M | i\W\WM \ ”Wn\% MY\W\ M M M\'M i

S 1] I ML\NMM

5.8s Handover Handover
#1 #2
v ETCS session maintained

Handover #1: 288.07 s > 293.85 s

|

‘ ‘ Same session (port 45692), sequence numbers continue (Seq
\’\MWM“ 5656 > 5695), no retransmission

=

ooooo
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Demo 05 - Hybridisation — Geo (Live)
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[GIF / video]

Test setup
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Cybersecurity Demonstration

a S5LECT Cybersecurity Demonstrator ® RuNNING

Riskanalysstolve R T— B2 : 7

consequence

;v;;n;cl;e”a‘rl; Isne'[:t:’trivon - Critical Voice 150ms ;\.l.l-':e.r; .;X‘I:&;;\ :::I‘sl 'Fa'llback value
233 ms 130 ms +107 ms 21.9 Mbit/s 11.6 Mbit/s 21.9 Mbit/s
100.0 % 100.0 % 0.0 % 0

,,,,,,,,,,,,, SECURE THE SYSTEM END TO END NO SINGLE CONTROL 15 ENOUGH RESILIENCE 15 A SECURITY REQUIREMENT

AAAAAAAAA Train - 5G - satellite - edge - control Prevent - detect - respond - recover p service available through bearer or

Security must be judged on the service, not on the network:

link selection must be protected as a critical function, and hybridization itself monitored, since

losing one link does not show in average performance.

N SSLECT
@ SatCom & 5G Link,
Edge & CybersecuriTy

What the demonstration shows

Laboratory evaluation on the replayed WPA4 trace, indicative values

1 Can an attack hurt the service without touching the
network?

Yes: forcing the wrong link degrades voice calls
while 5G and satellite are perfectly healthy.

S-1 - calls within 150 ms: about 100 % > 80-85 %

2 Does the damage depend on when it happens?

Strongly: the same compromise can go almost
unnoticed or be severe, depending on the moment.

S-1 - calls within 150 ms: about 80 % to 98 %,
depending on timing

3 Would we notice if an attack disabled the satellite
link?
Not with usual metrics: delays do not move, yet the

system silently stops being hybrid and loses every
moment where satellite was the better link.

S-6 - satellite was the better link in about 8 % of

samples
35



Edge Demonstration

a S5LECT Edge Computing Demonstrator ® runninG 000001 2
sAsELINE National Cloud [ eoce § Regional Edge [ coce ] Base-station Edge
e 80.1 ms 58.7ms 42.8 ms
e et - e sine — e
RTT by Edge placement 150ms  SATCOM uplink vs video load 12.42 Mbit/s
.......... . Prren eoce
15.00 Mbit/s - | 7.50 Mbit/s

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
Voice, signalling and vid d di Latency - contention - transport Reduce bandwidth-heavy traffic near its source

AAAAAAAAA

Edge must target the actual bottleneck: placement where transport delay dominates, on-board
processing where link capacity does.
Neither removes radio-access limits, which remain a matter of multi-link connectivity.

N SSLECT
@ SatCom & 5G Link,
Edge & CybersecuriTy

What the demonstration shows

Laboratory evaluation on the replayed WP4 trace

1

Does moving computing closer to the train always help?

For voice, it buys margin rather than compliance: latency
drops by tens of milliseconds, but calls were already on time
and radio-link peaks remain.

Calls within 150 ms: about99.4 % - 99.8 %

Where does Edge make the real difference?

For video: processing on board, before the satellite link,
makes a saturated link usable again.

10 trains, video halved on board: link sufficient about 1 % > 90
% of the time

How far does it scale?

With video reduced on board, the same satellite capacity
serves many more trains.

4x reduction: about 20 trains served 90 % of the time
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